
From: Hogan, Michael D.
To: Scholl, Matthew; Chen, Lily; Moody, Dustin; Perlner, Ray; Jordan, Stephen P; Liu, Yi-Kai; Peralta, Rene
Cc: Dworkin, Morris J.
Subject: RE: IPR question for PQC
Date: Sunday, January 31, 2016 4:31:15 PM
Attachments: Fourth Draft NIST ITL Patent Process for Its Publications March 13 2015.docx

Matt,
 
Following up with Henry Wixon got away from me but I’m going to bring this up with him tomorrow. 
Since the attached is still a draft, I would keep it inside NIST for now.  But I’ll make it a priority to get
NIST clearance for us to post a finalized copy on our ITL web pages and letting everyone know.
 
Mike
 

From: Scholl, Matthew 
Sent: Friday, January 29, 2016 10:50 AM
To: Chen, Lily <lily.chen@nist.gov>; Moody, Dustin <dustin.moody@nist.gov>; Hogan, Michael D.
<m.hogan@nist.gov>; Daniel C Smith (daniel-c.smith@louisville.edu) (daniel-c.smith@louisville.edu)
<daniel-c.smith@louisville.edu>; Perlner, Ray <ray.perlner@nist.gov>; Jordan, Stephen P
<stephen.jordan@nist.gov>; Liu, Yi-Kai <yi-kai.liu@nist.gov>; Peralta, Rene <rene.peralta@nist.gov>
Cc: Dworkin, Morris J. <morris.dworkin@nist.gov>
Subject: Re: IPR question for PQC
 
We have some generic language on an IPR call that we adapted from ANSI (I think).  If there turns out to be
IPR then we can decide how to handle it from there.  We have done the range of not taking it or negotiating
an open license or something that is Reasonable and Non-Discriminatory (RAND).
Mike hogan worked up both the language and the steps to go through in making the decision.
I will find it for your consideration (or ask mike for another copy)
Matt
 

From: "Chen, Lily" <lily.chen@nist.gov>
Date: Friday, January 29, 2016 at 10:43 AM
To: "Moody, Dustin" <dustin.moody@nist.gov>, "Daniel C Smith (daniel-c.smith@louisville.edu)
(daniel-c.smith@louisville.edu)" <daniel-c.smith@louisville.edu>, "Perlner, Ray"
<ray.perlner@nist.gov>, "Jordan, Stephen P" <stephen.jordan@nist.gov>, "Liu, Yi-Kai" <yi-
kai.liu@nist.gov>, "Peralta, Rene" <rene.peralta@nist.gov>
Cc: "Dworkin, Morris J." <morris.dworkin@nist.gov>, Matt Scholl <matthew.scholl@nist.gov>
Subject: RE: IPR question for PQC
 
I include Morrie. Morrie has discussed with lawyers on IPR issues for some modes. I also include
Matt since I think we need to talk with NIST general council. We need to format our question and
find a right person to talk with the lawyers.
 
Lily
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This is a pre-decisional draft document of NIST ITL.  It has not been approved for public dissemination. Contact Mike Hogan, m.hogan@nist.gov, for more information. 

4th Draft – March 13, 2015



NIST ITL Process for Inclusion of Patents in NIST ITL Publications



1. [bookmark: _GoBack]Applicability



This process applies to the development and publication of NIST ITL guidance and/or requirements that could potentially require the use of a patented process or technology.



2. ITL Approach 



Our preference is to develop ITL publications that do not include patent concerns in order to not encumber the development and implementation of our publications.  In some instances, such as NIST cryptographic competitions, we require that the candidate cryptographic algorithms to be offered on a Royalty Free (RF) basis.  In general, the use of an essential patent claim (one whose use would be required for compliance with the guidance or requirements of the publication) may be considered if technical reasons justify this approach.  In such cases, a patent holder would have to agree to either Royalty Free (RF) or Reasonable and Non-Discriminatory (RAND) licensing to all interested parties.  	Comment by Mike Hogan: Text is derived from the ANSI Essential Requirements: Due process requirements for American National Standards that refers to “American National Standard (ANS).”



3. Public Review 



When ITL draft publications are posted for public comment, the following call for any applicable patents shall appear in the notice and on the cover page of the draft publication.



“Call for Patent Claims:  This public review includes a call for information on potentially pertinent patent claims. This also includes disclosure, where possible, of the existence of pending U.S. or foreign patent applications relating to this NIST draft publication and of any relevant unexpired foreign patents.



NIST requires from the patent holder, or a party authorized to make assurances on its behalf, in written or electronic form, either:	Comment by Mike Hogan: There are a couple specific letters of assurance on file from which NIST Counsel could derive a template for what is required to be stated in a letter of assurance.



a) assurance in the form of a general disclaimer to the effect that such party does not hold and does not currently intend holding any essential patent claim(s); or	Comment by Mike Hogan: This text is from the ANSI Essential Requirements: Due process requirements for American National Standards.  

The ANSI Copyright includes: “This material may be copied without permission from ANSI only if and to the extent that the text is not altered in any fashion and ANSI’s copyright is clearly noted.”



b) assurance that a license to such essential patent claim(s) will be made available to applicants desiring to utilize the license for the purpose of implementing the standard either:



	i) under reasonable terms and conditions that are demonstrably free of any unfair discrimination; or



	ii) without compensation and under reasonable terms and conditions that are demonstrably free of any unfair discrimination.[footnoteRef:1] [1:  3a, 3b, 3bi and 3bii are text from the copyrighted ANSI Essential Requirements: Due process requirements for American National Standards.] 




Such statements should be addressed to: [insert NIST point of contact]”



4. Patent Disclosures



When a NIST call for patent claims results in one or more disclosures, one of three different situations may be pursued:



4.1 The patent holder is willing to negotiate licenses free of charge with other parties on a nondiscriminatory basis with reasonable terms and conditions. Such negotiations are left to the parties concerned and would not involve NIST participation or approval.



4.2 The patent holder is willing to negotiate licenses with other parties on a non-discriminatory basis with reasonable terms and conditions. Such negotiations are left to the parties concerned and would not involve NIST participation or approval.



4.3 The patent holder is not willing to comply with the provisions of either paragraph 4.1 or paragraph 4.2 above.  In such case, NIST shall determine if the patent claim appears to be pertinent.  If the patent claim appears to be pertinent to NIST, the publication shall not include provisions depending on that patent.



5. Publication



NIST ITL publications that may require the use of a patented process or technology shall include one of the two options below. 



Option 1 (when notice and commitment to license have been received by NIST at the time of publication): 	Comment by Mike Hogan: This text is derived from the INCITS RD-1, Policies and Guidelines.



NOTICE: NIST has requested that holders of patents that may be required for the implementation of this publication disclose such patents to NIST. However, NIST has not undertaken a patent search in order to identify which, if any, patents may apply to this publication. 



Following the NIST call for the identification of patents that may be required for the implementation of this publication, notice of one or more such claims has been received. 

By publication, no position is taken by NIST with respect to the validity of this claim or of any rights in connection therewith. The known patent holder(s) has (have), however, filed a statement of willingness to grant a license under these rights on reasonable and nondiscriminatory terms and conditions to applicants desiring to obtain such a license. 



Details may be obtained from [insert NIST ITL point of contact]. 



No representation is made or implied that this is the only license that may be required to avoid infringement in the use of this publication. 



Option 2 - (when no notice and commitment to license have been received by NIST at the time of publication) 



NOTICE: NIST has requested that holders of patents that may be required for the implementation of this publication disclose such patents to NIST. However, NIST has not undertaken a patent search in order to identify which, if any, patents may apply to this publication.



As of the date of publication and following call(s) for the identification of patents that may be required for the implementation of this publication, no such claims have been made. 



No representation is made or implied by NIST that licenses are not required to avoid infringement in the use of this publication.



6. Patent Disclosures after NIST Publication



When a patent claim is received by NIST ITL after publication, the process described in Clause 4, Patent Disclosures, shall be followed.  Any revision to the publication’s Disclosure Notice and contents will be made in accordance with Clauses 4 and 5.   
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From: Moody, Dustin 
Sent: Friday, January 29, 2016 9:47 AM
To: Daniel C Smith (daniel-c.smith@louisville.edu) (daniel-c.smith@louisville.edu); Chen, Lily; Perlner,
Ray; Jordan, Stephen P; Liu, Yi-Kai; Peralta, Rene
Subject: IPR question for PQC
 
Everyone,
     We have (it seems to me) two possible ways we can approach the IPR issue in our call:
 
1)  Require that there is no royalties, no IPR, require patent disclosures, etc.. during our
process.  Right will be returned to the submitters if we do not standardize their algorithm.
 This is similar to what was done with SHA-3, which then returned the rights to the submitters
of the algorithms that weren't selected.  If we do it this way, when would we return the
rights?  We're describing this as kind of like the modes process, where even if we don't initially
choose to standardize an algorithm, it doesn't meet that it is "out".  
 
2)  We could ask for patent disclosures, but not require algorithms be royalty-free.  We would
need to warn submitters that it is obviously a big advantage to submit IPR free algorithms, as it
will be a big factor in our decision.  
 
Any thoughts?  Do we need to get the advice of Matt/Donna/lawyers?
 
Dustin
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